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Cyberdeception Research at IBM
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Network
deception routing

DSN’18

Application
honey-patching, deceptive weakening

HICSS’21-20, FSE’20, ACSAC’19, 
USENIX Security’15, ACM CCS’14

Endpoint
service overlaying

SDN-NFV’18

Operating System
deceptive filesystem, scarecrow

DSN’20, DIMVA’18
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Technical approach
– Embed deceptions along production attack paths for 

increased threat visibility and high-fidelity attack signals
§ Application, middleware, operating systems, …
§ Cf. conventional honeypots and honeynets

– Conceal high-value data and resources
– Explore attack biases to “crook source” attacker intelligence

Human-subject experimentation
– Identify real-world adversarial threats

– Measure advantages of deploying deception strategies
§ Attack-defense CTFs

– Model human attacker behaviors 
§ Role of game-theoretic decision models

Embedded threat sensory and attacker engagement

Capabilities: language-based and systems security, 
compilers, program analysis, operating systems, 
access control, container/cloud technologies, 
machine learning, CTF, security gamification



Endpoint Observability Research at IBM
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Relational observability

process (1822)

process (1823)

clone

exec

exit

file
(exfil.py)

endpoint 
(198.18.1.134, 2345)

endpoint 
(172.1.0.25, 3000)

ProcessEvent

NetworkFlow FileFlow NetworkFlow

Semantically compressed system events for scalable 
security monitoring and behavioral modeling.

It’s open source! 
sysflow.io | https://github.com/sysflow-telemetry
IEEE Big Data’20, FloCon’20-22, BlackHat Europe’21, AvengerCon’22

Capabilities: operating systems, eBPF, cloud-
native computing, intrusion detection, rules 
engines, threat intelligence, graph analytics and 
representation learning, self-supervised learning



Provenance Tracking
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– Semantic system telemetry representation
» Context, built-in provenance

» Facilitates attacker modeling

– Automated MITRE TTP tagging

– Attack kill chain interpretation



Cyberpsychology-Informed Defenses
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Model attacker limitations and cognitive biases
– Cyberdeception- and agility-based defense capabilities built into all layers of the IT stack
– Human-subject experimentation in controlled attack-defense scenarios

Understand, measure, and induce changes in cyber attack behavior
– Relational observability for cyber attack modeling and profiling
– Learning-based approaches based on observable security signals

Automate defensive cyber maneuvers based on observed cyber attack behavior
– Automated labeling and mapping of attacker TTPs to defensive cyber maneuvers
– Transparent injection of software, filesystem, and network deceptions into production networks 
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